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MEMORANDUM OF UNDERSTANDING BETWEEN
THE U.5. DEPARTMENT OF COMMERCE
AND
INTERNET CORPORATION FOR ASSIGNED NAMES AND NUMBERS

|. PARTIES

This document constitutes an agreement between the U.S. Department of Commaerca (DOC or
USG) and the Internet Corparation for Assigned Names and Numbers (ICANN), a not-for-profit

corporation.
Il. PURPOSE
A. Background

On July 1, 1887, as part of the Administration’s Framewaork for Global Electronic Commerce,
the President diracted the Secretary of Commarce to privatize the management of the domain
name system (DNS) in 2 manner that increazes competition and facilitates infemational

participation in itz managemsent.

On June 5, 1988, tha DOC published its Statement of Policy, Management of Intamet Mames
and Addresses, 63 Fad. Reg. 31741(1998) (Statement of Pollcy). The Staterment of Policy
addressed the privatization of the technical management of the DNS in 2 manner that allows
far the development of robust compatition in the managament of Intamet names and
addresses. In the Statament of Policy, the DOC stated its intent to anter an agreameant with a
not-for-profit entity to establish a process to transhtion current U.S. Govemment management
of the DNS to such an entity based on the principles of stability, competition, bottom-up
coordination, and representation.

B. Purpose

Before making a transition to private sactor DNS management, the DOC requires assurances
that the private sector has the capability and resources to assume the important
raesponsibilities related 1o the technical management of the DNS. To secure these assurances,
the Parties will collaborate on this DNS Project (DNS Project). In the DNS Projact, the Parties
will jointly design, develop, and test the mechanisms, methods, and procedures that should be
in place and the steps necessary to transition management responsibility for DNS functions
now performad by, or on behalf of, the U.5. Govemment to a private-sector nat-for-profit entity.
Once testing is successfully completed, it is contemplated that managemeant of the DNS will be
transitioned fo the mechanisms, metheds, and procedures designed and developed in the
DNS Project.

In the DNS Project, the parties will jointty design, develop, and test the mechanlsms, methods,
and procedures to camry out the following DNS management functions:

a. Establishment of policy for and direction of the allocation of IP number blocks;
b. Ovarsight of the operation of the authoritative root server system;
c. Oversight of the policy for determining the circumstances under which new top level
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domains would be added to the root gystem;

d. Coordination of the assignment of other Intemet technical parametars as neaded to
maintain universal connectivity on the Intemet, and

o. Other activitiss nacessary to coordinate the specified DNS management functions, as
agreed by the Partias.

The Parties will jointly design, develop, and test the mechanisms, methods, and procedures
that will achiave tha transition without disrupting the functional operation of the Intemet. The
Partles wil! also prepare a joint DNS Project Report that documents the conclusions of the

design, development, and testing.

DOC has determined that this project can ba done most effectively with the participation of
ICANN. ICANN has a stated purpose to parform the described coordinating functions for
Internet names and addrasses and is the organization that best demonstrated that it can
accommodate the broad end divarsa interest groups that make up the internet community.

C. The Principles
The Parties will abide by the following principles:

1. Stability

This Agreement promotes the stability of the intemet and allows the Parties to plan fora
defiberate move from the existing structure to a private-sector structure without disruption to
the functioning of the DNS. The Agreement calls for the design, development, and testing of &
new maragament system that will not harm current functional operations.

2. Competition

This Agresment promotes the management of the DNS in a manner that will permit market
mechanisms to support competition and consumer choice in the tachnical manageamant of the
DNS. This competition will lower costs, promote innovation, and enhance user choice and

salisfaction.

3. Private, Bottom-Up Coordination

This Agreement is intended to result in the design, development, and testing of a private
caordinating process that is flexible and able to move rapidly enough to meet the changing
needs of the Intemat and of intemet usars. This Agreemant is intended to foster the
development of a private sector managament system that, as far as possible, reflects a system

of bottom-up management.
4. Representation.

This Agreement promotes the technical management of the DNS in a manner that reflects the
global and functional diversity of Internet users and their needs. This Agreemant Is intended to
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promete the design, development, and testing of mechanisms to golicit public input, both
domastic and intermational, into a private-sector decision making process. These mechanisms
will promote the flexibility needed to adapt to changes in the compaosition of the Intemet user
community and their needs,

HI. AUTHORITIES

A. DOC has authorlty o participate in the DNS Project with ICANN under the following
authorlties:

{1315 U.8.C. § 1525, the DOC's Joint Project Authority, which provides that the DOC may
enter into joint projects with nonprofit, research, or public organizations on matters of mutual
interast, the cost of which is equitably apporticned;

{2) 15 U.S.C. § 1512, the DOC's authority to foster, promota, and develop foreign and
domestic commence;

(3) 47 U.S.C. § 902, which specifically authorizes the National Telecommunications and
Information Administration (NTIA) to coordinate the telecommunications activities of the
Executive Branch and agslst in the formulation of policies and standards for those activities
including, but not limited to, considerations of interoperability, privacy, secunty, spectrum use,
and emergency readiness;

{4) Presidential Memorandurn on Electronic Commerce, 33 Weekly Comp. Prasidential
Documents 1006 (July 1, 1997), which directs the Secretary of Commerce to transition DNS
management to the private sector; and

(5} Staterment of Policy, Managernent of internet Mames and Addressas, (63 Fed. Reg. 31741
(1998) (Attachment A), which describes the manner in which the Department of Commerce will
transition DNS managemant to the private sector.

B. ICANN has the authority to participate In the DNS Project, as evidenced in its Articles of
Incosporation (Attachment B) and Bylaws (Attachment C}. Specifically, [ICANN has stated that
its business purpose is to:

(i} coordinate the assignment of Intemnet technicat parameters as needed to maintain universal
connectivity on the Internet;

(il perform and oversee functions related fo the coordination of the Intemat Protocol {IP)
address space;

(ili) parform and oversee functions related to the coordination of the Internet domain name
system, including the development of policies for determining the circumstances under which
new top-level domains are added to the DNS root system;

(iv) overses operation of the authoritative Internet DNS root server system; and

(v} angage in any other ralated lawful actlvity in furtherance: of ltems (i} through (iv)-

IV. MUTUAL INTEREST OF THE PARTIES
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Both DOC and ICANN have a mutual interest in a transition that ensures that future tachnical
managemsnt of the DNS adheres to the principles of stability, compaetition, coordination, and
repragantation as published In the Statemant of Policy. ICANN has declared itas commitmeant to
thesa principlas In its Bylaws. This Agreament is essential for the DOC to ensurs continuity
and stability in the performance of technical management of the DNS now performed by, oron
behalf of, the L.S. Gavemment. Together, the Parties will collaborate on the DNS Project to
achiave the transition without disruption.

V. RESPONSIBILITIES OF THE PARTIES

A. General,

1. The Parties agree to jointly participate in the DNS Project for the design, developrnent, and
testing of the mechanisms, methods and procedures that should be In place for the private
sector to manage the functions delineated in the Statement of Pollcy in a transparant, non-
arbitrary, and reasonable manner.

2. Tha Parties agree that the mechanisms, methods, and procedures developed under the
DNS Praject will ensure that private-sactor technical management of tha DNS shall not apply
standands, policies, procedures or practicas inequitably or single out any particular party for
disparate treatment unkass justified by substantial and reasonable cause and will ensurs
sufficlant appeal procedures far adversely affected members of the Internet community.

3. Before the termination of this Agreament, the Parties will collaborate on a BNS Project
Report that will document ICANN's test of the policies and procedures designed and
developad purstant to this Agreement.

4. The Parlies agree to execute the following responsibilities in accordance with the Principlas
and Purpase of this Agreement as sat forth in section |1,

B. DOC. The DOC agrees to parform the following activities and provide the following
resources in support of the DNS Projact:

1. Provide expertise and advlce on exlsting DNS management functions.

2. Provide expertise and advice on methods and administrative procedurss for
conducting open, public proceedings conceming policies and procedures that address
the technical management of the DNS,

3. Identify with ICANN the necessary sofiwara, databases, know-how, other equipment,
and intallectual property necessary to design, develop, and test methods and procedures

of the DNS Project.

4. Participate, as nacessary, in the design, developmeant, and testing of the methods and
ures of the DNS Project to ensure continuity inciuding coordination between
ICANN and Netwark Solutions, Inc.

5. Collaborate on a study on the design, development, and testlng of a process for

making the managamant of the root server system more robust and secure. This aspect
of the DNS Project will address:
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a. Oparational requirements of root name servers, including host hardware
capacities, operating system and name server software versions, network
connectlvity, and physical environment.

b. Exarnination of the security aspacts of the root name server system and review
of the number, location, and distibution of root name servers considering the total
system performance, robustness, and reliability.

c. Development of operational procedures for the root server system, inciuding
formalization of contractual relationships under which root servers throughout the
world are operated.

6. Consult with the international community on aspects of the DNS Project,
7. Provide general oversight of activities conducted pursuant to this Agresment.

8. Maintain oversight of the tachnical management of DNS functions currently performed
either directly, or subject to agreements with the U.S. Gavernment, until such time as
further agreement(s) are amanged as necessary, for the private sector to undertake
management of specific DNS technical management functions.

C. ICANN. ICANN agreas to perform the following activities and provide the following
resources in support of the DNS Project and further agrees to undertake the following activitles
pursuant to its procedures as set forth in Attachment B (Articles of Inecrporation) and

Attachmant C (By-Laws), as they may be revised from time to time in confanmity with the DNS
Project:

1, Provide expertise and advice on private sector functions related fo technical
management of the DNS such as the policy and direction of the allocation of 1P number
blocks and coordination of the assignment of other Intemet technical parameters as
needed to mairtaln universal connectivity on the Intemet.

2. Collaborate on the dasign, development and testing of procedures by which members
of the Internet comrmunity advaersely affected by decisions that are in conflict with the
bylaws of the organization can sesk external review of such dacisions by a neutral third

party.

3. Collabarate on the design, development, and tesfing of a plan for introduction of
compstition in domain name registration services, incuding:

a. Development of procadures to designate third parties to participate in tests
conducted pursuant fo this Agreement,
b. Davelopment of an accreditation procedure for registrars and procedures that

subject registrars to consistent requirements designed to promote a stable and
robustly competitive DNS, as set forth in the Statement of Policy.
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c. identification of the software, databases, know-how, intellectual property, and
other equipment necassary to implement the plan for competition;

4. Collaborate on written technical precedures for operation of the primary root server
including proceduras that permit modifications, aiditions or deleticns to tha reot zone file.

5. Collaborate on a study and process for making the management of the root server
system more robust and secure. This aspect of the Project will address:

a. Operational requirements of root name servars, including host hardware
capacities, operating system and name server software verslons, network
conneclivity, and physical environment.

b. Examination of the security aspects of the rcot name server system and review
of the number, location , and distribution of root name servers considering the total
system parformance; robustness, and reliabllity.

c. Development of operational procedures for the roct system, including
formalization of contractual relationships under which root servers throughout the
world are operated.

8. Collaborate on the deslgn, developmeant and testing of a process for affected parbes to
parficipate in the formulation of policies and procedures that address the technical
management of the Intemnet. This process will include methods for soliciting, evaluating
and responding to comments in the adoption of palicles and procedures.

7. Collaborate on the development of additional policies and procedures designed to
provide information te the public.

8. Collaborate on the design, development, and testing of appropriate membership
mechanisms that foster accountability to and representation of the global and functional
diversity of the Internet and its users, within the structure of private- sector DNS
management organization.

9. Collaborate on the design, development and testing of a plan for ereating a procass
that will consider the possible expansion of the number of gTLDs. The designad process
should consider and take into account tha following:

a. The potential impact of new gTLDs on the Internet root server system and
Internet stabdity.

b. The creation and implementation of minimum criteria for new and existing gTLD
registrias.

¢. Potential consumer benefits/costs associated with establishing a compatitive
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environment for gTLD registries.

d. Recommendations regarding trademark/domain name policies set forth in the
Staternent of Policy; recommendations made by the World Intellectual Property
Organization (WIPQ) conceming: (i) the development of a uniform approach to
resolving trademark/domain name disputes involving cyberpiracy; (i) a process for
protecting famous trademarks in the generic top level domains; (iif) the effects of
adding new gTLDs and related dispute resolution procedures on trademark and
intellectual property holders: and recommendations mads by other independent
organizations concerning trademark/domain name issuas.

10, Collaborate on other activitles as appropriate to fulfill the purpose of this Agreament,
as agreed by the Parties.

D. Prohibitions.
1. ICANN shall not act as a domain nama Registry or Registrar or IP Address Registry in
competition with entities affected by the plan developed under this Agreement. Nething,
however, in this Agreement is intended to prevent ICANN or the USG from taking reasonable
steps that are necessary to protect the operational stabllity of the Interat In the avent of the

financial failure of a Registry or Registrar or other emergency.

2. Neither Party, either in the DNS Project or in any act related to the DNS Proect. shall act
unjustifiably or arbitrarily to injure particular persons or entities or particular categories of
persons or entitias.

3, Both Parties shall act in & non-arbitrary and reasonable manner with respect fo design,
development, and testing of the DNS Project and any other activity related to the DNS Project.

V1. EQUITABLE APPORTIGNMENT OF GOSTS

The costs of this activity are equitably apportioned, and each parly shall bear the costs ofits
own activities under this Agreament. This Agreement contemplates no transfer of funds
batween the Parties. Each Party's estimated costs for the first six manths of this Agreement
are attached hereto. The Parties shall raview these estimated costs in light of actual
expenditures at the complation of the first six month period and will ensure costs wilk be

aquitably apportioned.
VIl. PERIOD OF AGREEMENT AND MODIFICATION/TERMINATION

This Agreement will become effective when signed by all parties. The Agreement will tarminate
on September 30, 2000, but may ba amended at any time by mutual agreement of the parties.
Either party may terminate this Agreement by providing one hundred twenty (120) days written
notice to the other party. In the event this Agreement is terminated, each party shall be solely
responsible for the payment of any expensas it has incurred. This Agresment is subject to the

availabdity of funds.
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- J. Beckwith Burr

Assoclate Administrator, NTIA
Counsel to ICANN 1).5. Departmeant of Cormmerce
Jones, Day, Reavis & Pogue Washingion, 0.C. 20230

1450 G Streat N.W.
Washington, D.G. 20005-2088

PARTIES ESTIMATED SIX MONTH COSTS

A. ICANN

Costs to be borne by ICANN over the first six months of this Agreement include: development
of Accreditation Guidelines for Registries; review of Technical Specifications for Shared
Registries; formation and operation of Government, Root Server, Membership and
Indepandent Review Advisor Commitises; advice on formation of and review of applications for
recognition by Supporting Organizations; promuigation of conflicts of interast palicies; review
and adoption of At-Large membership and elactions processes and indapendent review
procadures, etc; quarterly regular Board meatings and asscciated costs (Including open
forums, travel, staff support and communications infrastructure); travel, administrative support
and infrastructure for additional open forums to be determined; Intemal exacutive, technical
and administrative costs; legal and other professional services; and related other costs. The
estimatad six month budget {subject to changa and refinement over time} is $750,000 - 1
million.

B. DOC

Costs to be bome by DOC over the first six months of this Agreement include: maintenance of
DNS technical management functions currenty performed by, of subject to agreements with,
the L.S. Government, expertise and advice on existing DNS management functions; expartise
and advice on administrative procedures; examination and review of the security aspects of
the Root Server System (inciuding travel and technical expertise); consultations with the
international community on aspects of the DNS Project {including travel and communlcations
costs); general oversight of activities conducted pursuant to the Agreement; staff support equal
to half-time dedication of 4-5 full time employees, travel, administrative support,
communications and related other costs. The estimate six month budget {subject to change
and refinement over time) is $250,000 - $350,000.

Comments canceming the layout, canstruction and functionality of this sita
shouid be sent i webrnastergicann org.
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Page Updated 31-Decamber-99.
{c] 1995 The kmemst Corporaton for Assignod Mames and Numberdl rights rasernad.
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Amendment 1 to
ICANN/DOC
Memorandum of
Understanding

-—_H_-_
I C A N N {Approved November 4, 1999)

{Signad Novambar 10, 1928)
{Posted Novernber 10, 1569

Memorandum of Understanding {(MOU) betwean the Department of Commerce
(DOC) and the Internet Corporation for Assigned Names and Numbers
(ICANN)

AMENDMENT 1

Pursuant to the Memorandum of Understanding (MOU} between the Department of Commerce
{DOC) and the Iniernet Corporation for Assigned Names and Numbers (ICANN), dated
MNovember 25, 1098, the Parties hereby agres to adopt the following terms as contemplated in

Section V of the MOU:;

1. The Agreement entitied “Registry Agreemant” between ICANN and Network Solutions, Inc.
(NS1) with Effective Data November 10, 1999, and relating to the provision of registry Services
for the .com, .net and .ang TLDz is hereby approved by DOC. ICANN will not enter into any
amendment of, or substitute for, said agreement, nor will said agreament be assigned by
ICANN, without the prior approval of DOC.

2. ICANN shall not enter into any agreemsnt with any successor registry to NS| for the .com,
.net. and .org TLDs without the prior approval by DOC of the successor registry and the
provisions of the agresment betwsen the registry and ICANN.

3. ICANN agrees that, in the avent of the termination by DOC of Cooperative Agreament #
NCR §2-18742 pursuant to Section 1.B.8 of Amendment 19 to that Cooperative Agreement,
ICANN shall {1) exercise its rights under its Registry Agreemant with NSI to terminate NSI as
the aperator of the registry database for .corn, .net and org and (2) cooperate with DOC to
facilitate the transfer of thosa registry oparations to a successor ragistry.

4. In the avent that DOC, pursuant to the terms of the Registry Agresment between ICANN

and NS, approves the assignment of that agresment by ICANN to another non-profit entity,
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that new antity shall also be required to agree to be bound by this MOU, and that entity shall
succeed fo the duties, oblfigations and benafits of this Agreement, and shall be recognizead by
DOC as the "NewCo" identlfied in Amendment 11 to the Cooperative Agreement and Section
1.B.1 of Amendment 19 of the Cooperative Agraemeant.

5. IF DOC withdraws its recognition of ICANN or any successor entity by terminating this MOU,
ICANN agrees that it will assign to DOC any rights that ICANN has in all existing contracts with
registries and registrars.

Michael M. Roberts Kenneth Schagrin
President and CEQ Deputy Director of International Affairs
internet Corporation for Assigned National Taelecommunications and
Names and Numbers infarmation Administration

Pags rmocifled 10-Movember-1999
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Amendment 2 to
ICANN/DOC
Memorandum of

- Understanding
I CAN N {Approved 30 August 2000)
{Posted 7 Septsmbar 2000}

Memorandum of Understanding Between the Department of Commerce
and the Internat Corporation for Assigned Names and Numbers

AMENDMENT 2

As an amendment to the Memorandum of Understanding (MOL)) between the LLS.
Department of Commerce (Department] and the Internet Corporation for Assigned
Names and Numbers (ICANN), dated November 25, 1998, and in recognition of work that
has been completed to date, as set forth in Attachment A to this Amendment, the Parties
hereby agree to the following:

I Strike Section V.C in its antirety and replace it with the following:

C. ICANN. ICANN agrees to performn the following activitias and provide the
following resources In support of the DNS Project and further agrees to
undertake the following activitles pursuant to its procedures as set forth in
Attachment B (Asticles of Incorparation} and Attachment C (By-L.aws), as they
may be revised from time to time in conformity with the DNS Project:

1. Continue to provide expertise and advice on private sector
functions related to technical management of the DNS.

2. Wark collabaratively on a global and kocal level to pursuse formal
lagal agresments with the Regional Internet Registries (RiRs} to
achisve stable relationships that allow them to continue their
technical work, while incorparating their policy-making activities
into the ICANN process.

3. Continue to develop and test the ICANN Indepandent Review
process to address claims by members of tha Internet community
that they have been adversely affacted by decisions in conflict with
ICANN's by-laws or contractual obligations. Report on ICANN's
axperionce with the fully implemented reconsideration process and
independent review process.

4. Collaborate with the Department to continue to complete
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development of a proposed enhanced architecture for root sarver
security, and the davelopment of the following documentation to ba
used in connaction with testing and implementation of the
anhanced root-server system architecture:

a. A written description of tha enhanced anchitecture
incomporating a dedicated primary root server,

b. A procedural plan for transition to the enhanced
architecture;

c. An inplementation schedule for transition to the
enhanced architecture;

d. Dacumentation of IANA procsdures for root zone
ediing, root zone generation, and roct zone WHOIS
sorvice; and

&. An agreement betwaen FCANN and root-server
operators that formalizes stable, securs, and
professionat operation of the root-servers in
accordance with the enhanced architecture.

5. Following Department of Commerce review and approval of the
documantation listed in paragraph 4. above, ICANN shall test and
implement the enhanced root-sesver systam architecture, including
ICANN's operation of the authoritative root, under appropriate
tarms and conditions.

6. ICANN will confinue its efforts to achieve stable agreemsnts

with the organizations operating country-code top level domains
that cover tha delegation and redelegation issues; allecation of

global and local policy-formulation responsibBity; and the
relationships among ccTLD operators, the relevant govemment of

public authority.

7. ICANN will continue the process of implamenting new TLDs
including proceading with a proof of concept or testhed pericd and
continuing design, development, and testing to datermine future
policy and action, continuing to consider:

a. The potential impact of new TLDs on the Intemet
root server systemn and Intemet stability.

b. The ¢raation and impiementatlon of minimum criteria
for new and existing TLD registries.

¢. Potential consumer benefits/costs associated with

establishing a competitive environment for TLD
registries,
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d. Recommendations regarding trademark/domain
name pollcies set forth In the Statement of Policy;
recommendationg made by the World Intellsctual
Property Organization {(WIPO) and recommendations
made by other independent crganizations conceming
trademark/domain hame issuas.

8. Collaborate onh other activities as appropriate 1o fulfill the
purpose of this Agreament, as agreed by the Partles.

Il. Strike Section VII of the Agreement and replace it, in itz entirety, with:

This Agreement will become effective when signed by all parties. The
Agreement will terminate on September 30, 2001, but may be terminated
sarier if both parties agree that the tasks sst forth above hava been
completed. This Agreement may be amended at any time by mutual
agresment of the parties. Either parly may terminate this Agreement by
providing one hundred twenty (120) days written notice to the other party. In
the event this Agreement is terminated, aach party shall be solely responsible
for the payment of any expenses it has incurred, This Agreement is subject to
tha availability of funds.

Hl. Except as specifically modifisd by this amendment, the terms and conditions of the
MOU, as previously amended, remain unchanged.

FOR NATIONAL FOR INTERNET CORPORATION FOR
TELECOMMUNICATIONS AND ASSIGNED NAMES AND NUMBERS:
INFORMATION ADMINISTRATION:

Titie:

Title:

Date:

Comments concaming the layout, construction and funclionality of this site
should be sent to webmasterflicann.org.

Page Updated 07-Septembar-00

() 2000 The Intermet Corporaton for Avglgnod Mames aid HumbersAl righte ressrved.
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